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 Excerpts from ENISA study recommendations [1] 

• Recommendation 3: Deeper study of good practices 
currently used in various industry segments and in 
government procurement. Good practices in supply chain 
management, which are already deployed by the industry … 

• Recommendation 7: … There is an opportunity for industry and 
academia to study balanced approaches for addressing policy 
needs in the area of ICT supply chains on a global scale, 
based on the examples of good practices available from a 
range of use cases … 

• Recommendation 1: Improved and innovative trust models. 
Currently, most commercial systems operate with implicit trust 
from their operators only … These trust models need to be 
augmented to enable end-to-end verifiable 
trustworthiness of ICT systems … 
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Objectives of this talk 

• Present a (purposely) un-balanced  analysis of pros and cons 
of the Open Source and Closed Source software development 
models (and related Supply Chain) 

• Provide evidence that there is a strong business case for Open 
Source Software (OSS) adoption, and thus an equally strong 
motivation for chasing Supply Chain Integrity (SCI) trust 
models that are rigorous, while still favour openness  

• Stimulate discussion, in an attempt to define a strategy for 
effective research, to be done jointly by industry and 
academia, towards the development of such improved trust 
models 

• Make proposals for immediate action points to extend the 
network of experimenters willing to participate in the ENISA 
Cyber Exercises upcoming campaign on SCI integrity  
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Side Note 

Focus of talk is on software,  

but claims also hold (with minor differences) for hardware … 

… and it will be even more so in the future 



The Fault and Intrusion Tolerant NEtwotked SystemsS (FITNESS) research group 

Two alternative approaches 

1. “Release early and release often” 

2. “Given enough eyeballs all bugs are shallow” 

1. Quality assurance 

2. Quality control 

Closed Source: 

Open Source [2]: 
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Closed Source vs  
Open Source [3] [11] 

•Less confusion for customers 

•Unified experience 

•More profitable  

•Larger Developer Support 

•Customizable 

•Extended Community Support 
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Open Source model: not so bad after all 

“Every good work of software starts by  

scratching a developer's personal itch” [11] 

• Experimental evidence of success stories: 

• Quality of 100 applications developed for Linux, measured using a 
commercial software measurement tool [4] 

• They found that the quality of code produced by open source is in 
most cases comparable to what is expected by an industrial 
standard [4] (or even better than that [12]) 

• Success stories from direct experience: 

– Linux, Apache, Mozilla, Perl, OpenOffice, … 
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Open Source in the Public Administration 

• The diffusion of OSS is constantly growing in the Public 
European scenario [6] 

• “Nearly half of European local government bodies are 
using open source software while nearly a third don't 
know that they are using open source at all ” [7] 

• Public Administration 
authorities , in many 
countries, are actively 
promoting the 
adoption of OSS 
solutions [8] 
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Main Messages 

• People trust Open Source  

 • People trust Open Source despite the absence of a (well 
defined) trust model in the Open Source supply chain 

 

 

• Surprisingly enough, combined expertise of an unlimited 
number of programmers and users results in an un-
structured yet trustworthy Supply Chain, whose integrity 
level is comparable to the one achieved by the traditional 
closed model 

 • Additionally, Quality is receiving more and more attention in  
the Open Source community [5] 

 

 

 

 

• All in all, Open Source Software (OSS) principles are 
a value that we cannot throw away 
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Proposal for Cyber Exercises on SCI integrity  

• Cooperative research – to be done jointly by industry and 
academia – aiming at developing SCI trust models that are: 

– Rigorous enough to guarantee quality 

– Flexible enough to accommodate openness 

• Issues that should be addressed (non exhaustive list): 

– Implementing integrity assessment mechanisms for all phases of the 
product lifetime (including operation)  this implies support for 

dynamic assessment techniques 

– Ability of attracting volunteer programmers, and having them coexist 
with paid programmers 

– Encouraging innovation and creativity, while retaining control of the 
overall process 

– Handling deadlines, while respecting freedom and self-organization 
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Expression of Interest in Cyber Exercises - SERIT 

• SERIT (Security Research in ITaly) is the technological 
platform for national security jointly promoted by the 
National Research Council (CNR) and Finmeccanica [9] 

• It currently includes 250+ companies and research 
institutions involved in security research 

• SERIT is willing to participate in the Cyber Exercises that will 
be organised by ENISA on the subject of Supply Chain 
Integrity 

• SERIT contacts for this activity: 

– Platform Co-chairs: Cristina Leone and Fabio Martinelli 

– Cyber Security Chair: Luigi Romano 
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Expression of Interest in Cyber Exercises - 
MASSIF 

• MASSIF (MAnagement of Security information and events in 
Service InFrastructures), FP7-ICT-2009-5 (ICT-2009.1.4 (b): 
Trustworthy Service Infrastructures) 

• MASSIF has developed an advanced Security Information and 
Event Management (SIEM) solution (more info at: 
http://www.massif-project.eu/) 

• MASSIF partner CINI is willing to make MASSIF Generic Event 
Translation (GET) framework and MASSIF Resilient Event 
Storage (RES) facility available for the experiments 

• MASSIF Contact for this activity:  

– CINI PI: Luigi Romano 
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Expression of Interest in Cyber Exercises - 
SAWSOC 

• SAWSOC (Situation AWare Security Operations Center) - 
Starting: November 1, 2013 

• FP7 – SEC 2012 (Topic SEC-2012.2.5-1 Convergence of 
physical and cyber security – Capability Project) 

• SAWSOC aims at bringing a significant advancement in the 
convergence of physical and logical security 

– Convergence: effective cooperation (i.e. a coordinated and results-
oriented effort to work together) among previously disjointed 
functions 

• SAWSOC is willing to contribute to the Cyber 
Exercises 

• SAWSOC Contact for this activity:  

– SAWSOC Technical Coordinator: Luigi Romano 
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